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1 Relevant Legislation and Competent
Authorities

1.1 What is the principal data protection legislation?

The General Data Protection Law (Law No. 13,709) (Lei Geral
de Protecdo de Dados — known as the “LGPD”) is the principal
data protection legislation in Brazil. The LGPD was enacted
in August 2018 and came into force on September 18, 2020
(except for the chapter on administrative penalties provided
by the LGPD, which came into force in August 1, 2021).

1.2 Is there any other general legislation that impacts

data protection?

Yes. Before the enactment of the LGPD, privacy was generally
protected in Brazil through the Federal Constitution, the Civil
Code (Law No. 10,406/2002), the Consumer Protection Code
(Law No. 8,078/1990), the Brazilian Internet Law (Law No.
12,965/2014) and Decree No. 8,771/2016, which regulates the
Brazilian Internet Law. In addition, the Access to Information
Law (Law No. 12,527/2011) provides regulation on the access to
public information in Brazil.

Constitutional Amendment No. 115/2022 added to Article
5, LXXIX, of the Brazilian Federal Constitution the right to
the protection of personal data, including in digital media, as
a fundamental right, in addition to the right to privacy and
the private life of individuals provided in Article 5, X, of the
Brazilian Federal Constitution.

The Brazilian Civil Code also assures individuals with the
right to seek judicial relief to prevent the continuous infringe-
ment of their privacy rights and the right to claim indemnifi-
cation for all damages arising thereof (Articles 20 and 21).

The Consumer Protection Code provides for specific rules in
connection with the creation of consumer databases (Article
43). The creation of databases with consumer records must be
informed to consumers whose information will be collected,
and such records cannot contain any negative information
that is more than five years old. Consumers must be granted
access to information collected about them and they have the
right to demand any correction deemed necessary.

The Brazilian Internet Law also establishes rules that
apply to application providers; for instance, the Brazilian
Internet Law provides for personal data retention obligations.
Application providers must store log information (access date
and time associated to an IP address) for, at least, six months
(Article 15).
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1.3 Is there any sector-specific legislation that

impacts data protection?

Yes. Specific sectors also have regulations that impact data
protection, for instance, the banking, health and electoral
sectors.

Banking sector

Entities regulated by the Central Bank of Brazil (“BCB”) are
subject to specific law and regulation, such as the Banking
Secrecy Law (Supplementary Law No. 105/2001) and the
Cybersecurity Regulation (Brazilian National Monetary
Council (“CMN”) Resolution No. 4,893/2021, and the Central
Bank Circular No. 85/2021), among others.

According to the Banking Secrecy Law, financial entities
must keep confidential “all of their credit and debit transac-
tions, as well as the services rendered”. The specific situations
in which information may be disclosed without being consid-
ered a breach of the Banking Secrecy Law are listed in Article 1,
paragraph 3; for example: (i) exchange of information between
financial entities or ancillary entities for credit protection;
(ii) disclosures determined by law or ordered by a competent
authority; and (iii) disclosures expressly authorised by the
interested parties (i.e., the client).

The Cybersecurity Regulation provides rules applicable to
regulated financial institutions and payment institutions, in
connection with certain local requirements for storing and
processing data, such as: (i) internal cybersecurity governance
requirements; (ii) requirements for hiring outsourced rele-
vant services regarding cloud computing and data processing;
(iii) establishing a cybersecurity policy; and (iv) storing data
outside Brazil.

The Positive Data Law (Law No. 12.414/2011), Decree No.
9,936/19 and CMN Resolution No. 4,737/19 altogether regulate
the creation and management of databases containing infor-
mation on the payment record of individuals or legal entities,
aimed at building a positive credit history.

On May 10, 2020, the CMN and the BCB issued Joint
Resolution No. 1/2020 containing the main regulation for the
Brazilian Open Finance framework. Open Finance consists
of the sharing of customer data and comprises payment
initiation services and the forwarding of credit transaction
proposals by financial institutions, payment institutions and
other BCB-authorised entities through the integration of plat-
forms and infrastructure of information systems.

One of the goals of Open Finance is to facilitate the access
to information and to enhance transparency among the insti-
tutions and their customers. To that end, the institutions
are required to safeguard the security and privacy of data
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and services shared within the Open Finance environment,
keeping the quality of data and the interoperability among
participants. The sharing of customer data is possible only
upon the data subject’s explicit consent.

BCB Resolution No. 342/2023 amended the BCB Resolution
No. 1/2020, which governs the operation of the PIX payment
arrangement, to include specific obligations related to the
communication of security breaches involving personal data
within the PIX infrastructure even when the security incident
may not result in harm or damages to the data subjects.

Inaddition, BCB Resolution No.304/2023 approves theregu-
lation that governs, within the scope of the Brazilian Payment
System, the operation of settlement systems, the performance
of registration and centralised deposit activities for finan-
cial assets, and the establishment of encumbrances and liens
on registered or deposited financial assets and consolidates
rules on the matter. Such resolution is applicable not only to
regulated entities but to all financial market system operating
institutions.

According to Resolution No. 304/2023, the contracting of
relevant data processing, data storage and cloud computing
services provided outside Brazil must comply with the
following requirements: (i) the existence of an informa-
tion exchange agreement between the BCB and the supervi-
sory authorities of the countries where the services may be
provided; (ii) the contracting institution must ensure that
the provision of the services does not impair its regular oper-
ation nor hinder the actions of the BCB; (iii) the contracting
institution must define, prior to contracting, the countries
and the regions within each country where the services may
be provided and where the data may be stored, processed and
managed; and (iv) the contracting institution must provide
for alternatives for business continuity in the event of the
impossibility of maintaining or the termination of the service
contract.

Additionally, Joint Resolution No. 6/2023 establishes
requirements for the sharing of data andinformationregarding
indications of fraud among financial institutions and payment
institutions regulated or authorised by BCB. The primary
objective of this resolution is to enhance fraud prevention
procedures and controls by mandating that relevant data —
such as information about individuals or institutions involved
in actual or attempted fraud, descriptions of fraudulent activ-
ities, and details about accounts receiving suspicious funds —
be shared through a secure electronic system among covered
institutions.

Health sector

Entities in the health industry are subject to the Medical Ethics
Code (Resolution CFM No. 2.217/2018), which determines that
health professionals must avert from disclosing any informa-
tion they become aware of as a result of their activities, unless
such disclosure is made with cause, due to a legal obligation
or with the previous and explicit authorisation, in writing, of
the patient.

Electoral sector

The Superior Electoral Court approved 12 resolutions on rules
and guidelines for the elections (for mayor and city councils)
that took place in October 2024. Resolution No. 23,732/2024
amends Resolution No. 23,610/2019, which specifically regu-
lates electoral campaigns. According to Resolution No.
23,732/2024, all application providers, political parties and
candidates must comply with the LGPD whenever processing
personal data and establishing additional obligations.
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1.4 What authority(ies) are responsible for data
protection?

The Brazilian authority responsible for data protection is the
Autoridade Nacional de Protegido de Dados (“ANPD”), which
was created on December 28, 2018, through the Executive
Order (MP) 869/2018, and confirmed by the Federal Law No.
13,853/2019, enacted on July 8, 2019.

The ANPD is a special autonomous agency, endowed with
technical and decision-making autonomy, with its own assets,
composed of five commissioners appointed by the President.

The ANPD exercises roles of: (i) regulation, issuing regu-
lations, guides and technical notes on the interpretation of
the LGPD; (ii) investigation and sanctioning, in cases of non-
compliance with the law, through administrative proceed-
ings; and (iii) education, with the responsibility of promoting
knowledge of the LGPD and security measures, promoting
standards of services and products that facilitate data control
and preparing studies on national and international practices
for the protection of personal data and privacy, among others.

However, in practice, we have seen other authorities in Brazil
enforcing privacy rights through administrative procedures or
lawsuits, such as the Department of Consumer Protection and
Defense and the Public Prosecutor Office. In addition, indi-
vidual and collective lawsuits have been filed due to alleged
violation of data privacy.

2 Definitions

2.1 Please provide the key definitions used in the

relevant legislation:

m  “Personal Data”
In January 2024, the ANPD published a Personal Data
Protection Glossary with key definitions related to data
protection, which can be accessed at: https://www.gov.
br/anpd/pt-br/documentos-e-publicacoes/glossario-
anpd-protecao-de-dados-pessoais-e-privacidade.pdf
Personal data is any information related to an identified
or identifiable natural person (Article 5, I, LGPD). Name,
address, phone number, tax ID number, etc. are all exam-
ples of personal data related to an identified person, by
which you can easily identify the natural person it refers to.
However, there is no criteria under the data protection
legislation to define an “identifiable natural person”.
While the ANPD does not provide for such criteria,
personal data related to identifiable natural persons may
be understood as data that, in conjunction with other
data, permits you to identify a natural person, such as
geolocation or profiles.

m  “Processing”
Processing of personal data includes any activity carried
out with personal data. Forinstance, collection, produc-
tion, receipt, classification, use, access, reproduction,
transmission, distribution, processing, filing, storage,
elimination, information control, modification, commu-
nication, transfer, diffusion and extraction are all exam-
ples of data processing activities (Article 5, X, LGPD).

m  “Controller”
The controller is the natural person or legal entity,
governed either by public or private law, thatis in charge
of making decisions about the processing of personal
data (Article 5, VI, LGPD).
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The controller is responsible for determining the purpose
of the data processing activity and for appointing the
appropriate legal basis for each process, among other
obligations.
“Processor”
The processor is the natural person or legal entity,
governed either by public or private law, that processes
personal data on behalf of the controller and following
the controller’s instructions (Article 5, VII, LGPD).
The processor, along with the controller, are the
processing agents (Article 5, IX, LGPD).
“Data Subject”
The data subject is the natural person to whom the
personal data refers to (Article 5, V, LGPD).
“Sensitive Personal Data”/“Special Categories of
Personal Data”
The LGPD also determines sensitive personal data
(Article 5, II, LGPD). This subgroup of personal data
includes any information regarding a natural person’s
race or ethnic origin, religion, political opinion, trade
union or religious, philosophical or political organisa-
tion membership, health, sex life, genetics or biometrics.
“Data Breach”
Data breach is defined in the ANPD’s Resolution No.
15/2024, which regulates the data breach notification
process (“Resolution CD/ANPD No. 15/2024”). According
to Resolution CD/ANPD No. 15/2024, a data breach is any
confirmed adverse event related to the violation of the
confidentiality, integrity, availability and authenticity
properties of personal data security.

For the purpose of clarification, Resolution CD/ANPD No.

15/2024 also defines the following:

(i) Confidentiality as a quality ensuring that personal
data is not available or disclosed to unauthorised
individuals, companies, systems, agencies or entities.

(ii) Integrity as a quality ensuring that personal data has
notbeen modified or destroyed in an unauthorised or
accidental manner.

(iii)Availability as a quality ensuring that personal data
is accessible and usable, on demand, by an individual
or a specific system, organisation or entity duly
authorised.

(iv) Authenticity as a quality ensuring that information
has been produced, sent, modified or destroyed by a
specific individual, equipment, system, organisation
or entity.

“Anonymised Data”

Anonymised data refers to data related to a natural

person that cannot be identified considering the use of

reasonable technical means available at the time of the
data processing (Article 5, IIl, LGPD). Anonymised data
are not subject to the LGPD.

“Data Protection Officer”

The LGPD defines the Data Protection Officer (“DPO”) as

aperson appointed by the controller and the processor to

act as a communication channel between the controller,
the data subjects and the ANPD (Article 5, VIII, LGPD).

“Consent”

Consent is a demonstration of the data subjects that

they agree to the processing of their personal data for a

specific purpose (Article 5, XII, LGPD). Consent must be

free, informed and unequivocal, otherwise the consent
would be deemed null and void.

“Data Protection Impact Assessment”

Data protection impact assessment refers to the docu-

mentation drafted by the controller that contains a
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description of the personal data processing activities
that could result in risks to the civil liberties and to the
fundamental rights, as well as measures, safeguards and
mechanisms to mitigate risks (Article 5, XVII, LGPD).
“Balancing Test”

A proportionality assessment carried out by the
controller whenever the controller uses the legal bases
of “legitimate interest” or “prevention of fraud and secu-
rity for the data subject in the processes of identification
and authentication of registration in electronic systems”,
based on the context and specific circumstances of the
data processing, taking into account the impacts and
risks to the rights and freedoms of data subjects (ANPD’s
Guidelines on the lawful bases: Legitimate Interest).
“Joint Controllership”

The joint, common or convergent determination by two
or more data controllers of the purposes and essential
elements for carrying out the processing of personal
data, through an agreement establishing their respective
responsibilities for compliance with the LGPD (ANPD’s
Guidelines on Processing Agents Definition and Data
Protection Officer).

“Serious Infraction”

An infraction shall be considered “serious” when: (i)
the hypothesis of a medium infraction is verified, and
cumulatively, at least one of the following: (a) it involves
processing personal data on alarge scale; (b) theinfringer
derives or intends to derive economic advantage from
the committed infraction; (c) the infraction poses a risk
to the life of the data subjects; (d) the infraction involves
processing sensitive data or personal data of children,
adolescents or the elderly; (e) the infringer processes
personal data without justification under one of the
lawful bases provided for in the LGPD; (f) the infringer
carries out processing with illicit or abusive discrimina-
tory effects; or (g) the systematic adoption of irregular
practices by the infringer is verified; or (ii) it constitutes
obstruction to inspection activities (ANPD’s Resolution
No. 4/2023 on the dosimetry and application of adminis-
trative sanctions (“Resolution CD/ANPD No. 4/2023”)).
“Medium Infraction”

Infraction that significantly affects the interests and
fundamental rights of data subjects, characterised in
situations where the processing activity could signifi-
cantly prevent or limit the exercise of rights or the use of
a service, as well as cause material or moral harm to the
data subjects, such as: discrimination; violation of phys-
ical integrity; right to image and reputation; financial
fraud; or misuse of identity, provided itis not classified as
serious (Resolution CD/ANPD No. 4/2023).

“Minor Infraction”

Infraction that does not fall within any of the hypotheses
related to medium or serious violations (Resolution CD/
ANPD No. 4/2023).

“International Transfer”

Transfer of personal data to a foreign country or inter-
national organisation of which the country is a member
(Resolution CD/ANPD No. 19/24).

“International Personal Data Collection”

Collection of the data subject’s personal data carried
out directly by the processing agent located abroad
(Resolution CD/ANPD No. 19/24).
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3 Territorial and Material Scope

3.1 Do the data protection laws apply to businesses
established in other jurisdictions? If so, in what

circumstances would a business established in another
jurisdiction be subject to those laws?

Yes. The LGPD may apply to businesses established in other
jurisdictions as it provides for extraterritorial reach. The
LGPD applies to any data processing activity carried out by
natural person or by a public or private legal person, regardless
of the country where they are established or the country where
the data is hosted, provided one of the following require-
ments are met: (i) the data processing takes place within the
Brazilian territory; (ii) the processing activity is intended to
offer or supply goods or services or to process data of individ-
uals located in the Brazilian territory; or (iii) the collection
of personal data subject to processing has taken place in the
Brazilian territory (Article 3, LGPD).

3.2 Do the data protection laws in your jurisdiction

carve out certain processing activities from their
material scope?

Yes. The LGPD is not applicable when the processing of
personal data: (i) is carried out by a natural person for exclu-
sively personal and non-economic purposes; (ii) is carried out
for exclusively (a) journalistic and artistic purposes, or (b)
academic purposes; (iii) is carried out for exclusive purposes
of (a) public security, (b) national defence, (c) state security, or
(d) investigation and repression of criminal offences; or (iv) is
related to personal data originated from outside the national
territory and which are not the subject of communication,
shared use with Brazilian processing agents, or international
transfer of data to another country other than the country of
origin, provided that the country of origin provides a level of
personal data protection appropriate to that provided for in
the LGPD (Article 4, LGPD).

4 Key Principles

4.1 What are the key principles that apply to the

processing of personal data?

u Transparency
The transparency principle assures data subjects of clear,
accurate and easily accessible information on processing
activities and on the respective processing agents, with
due regard for trade and industrial secrets (Article 6, VI,
LGPD).

m  Lawful basis for processing
Processing of personal data may only occur if in accord-
ance with one of the lawful bases provided by Article 7
(for regular personal data) or Article 11 (for sensitive
personal data) of the LGPD.

m  Purposelimitation
The purpose principle requires personal data to be
processed for legitimate, specific and explicit purposes
duly informed to the data subject, without any subse-
quent processing in a manner incompatible with such
purposes (Article 6,1, LGPD).

m  Dataminimisation
Data minimisation is linked to the necessity prin-
ciple. Personal data must be processed to the minimum
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extent necessary for achievement of the respective data
processing purposes (Article 6, III, LGPD).
Proportionality

The proportionality principle relates to the necessity
principle and thus also to data minimisation. Personal
data must be processed using pertinent, proportional,
non-excessive data. The type and amount of data
processed must be in accordance with the intended
purpose (Article 6, IT and I1I, LGPD).

Retention

Personal data shall be eliminated at the end of their
processing, within the scope and technical limits of the
activities, but may be retained for the following purposes:
(i) fulfilment of statutory or regulatory obligations by
the controller; (ii) studies by research bodies, ensuring,
whenever possible, the anonymisation of personal
data; (iii) transfer to a third party, to the extent that the
data processing requirements set forth in the LGPD are
fulfilled; or (iv) exclusive use by the controller, provided
they may not be accessed by a third party, and to the
extent that the data are anonymised (Article 16, LGPD).
Accuracy

Data subjects shall be assured of accurate, clear, rele-
vant and up-to-date data, to the extent necessary and
for achievement of the purposes for which they are
processed (Article 6, V, LGPD).

Adequacy

Personal data shall be processed in a manner consistent
with the purposes informed to the data subject, taking
into consideration the context of such processing (Article
6,11, LGPD).

Free Access

Data subjects shall be assured of the right to make easy
and free-of-chargeinquiriesinto processing mechanisms
and duration, as well as the integrity of their personal
data (Article 6,1V, LGPD).

Security

Technical and administrative measures shall be adopted
to protect personal data from unauthorised access and
from accidental or unlawful events of destruction, loss,
change, communication or dissemination of such data
(Article 6, VII, LGPD).

Prevention

Preventive measures shall be adopted to avoid damage
from processing of personal data (Article 6, VIII, LGPD).
Non-discrimination

Personal data cannot be processed for discriminatory
purposes, i.e., in an unlawful or abusive manner (Article
6,1X, LGPD).

Liability and accountability

The processing agents shall evidence the adoption of
effective measures capable of demonstrating unneces-
sary compliance with personal data protection rules, as
well as the effectiveness of such measures (Article 6, X,
LGPD).

Individual Rights

5.1 What are the key rights that individuals have in

relation to the processing of their personal data?

Right of access to (copies of) data/information about
processing

The right of access to personal data consists of making
available or providing to the data subject copies of his or

Data Protection 2025




her personal data processed by the controller (Articles 18,
I, and 19, LGPD). The response for the access request can
be made online or in writing by delivering the data to the
data subject in hard copy.
There are two ways of responding to data access requests,
depending on the request submitted by the data subject:
(i) by means of a simplified statement, including a
summary of the main personal data processed by the
controller, provided immediately; and (ii) by means
of a complete statement, which must also include the
summary referred above, the origin of the data, the lack
of records, the criteria adopted for data processing and its
purpose, with dueregard for trade and industrial secrets,
provided within 15 days from the date of the request.

Right to rectification of errors

The right to rectification of incomplete, inaccurate

or outdated data consists of correcting any errors

concerning personal data of the data subject (Article 18,

111, LGPD).

Right to deletion/right to be forgotten

There are two hypotheses of a data subject’s right to dele-

tion in the LGPD, as follows:

(i) The LGPD providesin Article 18, IV, the data subject’s
right to anonymisation, blocking or erasure when-
ever the controller is processing his or her personal
data in an unnecessary or excessive manner or in
violation of the LGPD. Anonymising refers to the use
of reasonable and available techniques by which the
personal data can no longer be directly or indirectly
associated with the data subject. Blocking refers to
the temporary suspension of any processing opera-
tion carried out with the personal data, keeping the
data stored on the controller’s database or systems,
including an indication that they cannot be used for
any other purposes. Erasing refers to removing from
the controller’s database or systems the personal
data, regardless of the procedure being adopted.

(ii) The LGPD provides in Article 18, VI, that when with-
drawing his or her consent for the processing of
personal data, the data subject may also request
their erasure, with some exceptions as established
by Article 16 (e.g., in case of the need to retain the
information for compliance with legal or regulatory
obligations).

There is no rule on the general right to be forgotten in the
LGPD.
Right to object to processing
Article 18, paragraph 2, of the LGPD provides that the data
subject has the right to object to the processing of his or
her personal data when based on one of the consent waiver
events, in the event of non-compliance with the law.
The right to objection consists of ceasing the processing
of personal data and suspending further processing
activities, i.e., ceasing any further use of the personal
data of this data subject.
Additionally, ANPD issued a guide on the practical use
of the legitimate interest lawful basis, in which it is
stated that the data subject has the right to oppose to the
processing of his or her personal data based on the legit-
imate interest if the data subject believes his legitimate
expectations have not been met.

Right to restrict processing

Please see right to deletion above.

Right to data portability

The right to data portability to another service or product

supplier consists of providing a copy of the personal
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data concerning a data subject to another company,
excluding, however, information deemed as business
secrets (Article 18, V, LGPD).

The ANPD is expected to regulate the portability right in
the near future.

Right to withdraw consent

The right to withdraw consent consists of ceasing data
processing carried out on the basis of prior consent, and
suspending further processing activities (Article 18,
IX, LGPD), i.e., ceasing any further use of the personal
data being processed on the basis of the data subject’s
consent. In most cases, withdrawal of consent will result
in the agreement with the data subject being terminated.
The consent may be withdrawn at any time upon express
notice of the data subject, via free-of-charge and easily
accessible procedures.

The withdrawal of consent, however, does not affect
processing activities carried out before withdrawal,
and in many cases the personal data will continue to be
processed if there is another applicable legal basis — for
example, events in which personal data should be main-
tained for compliance with legal obligations.

Right to object to marketing

The right to object to marketing is not explicitly provided
by the LGPD. Please refer to the “right to object to
processing” right above.

Right protecting against solely automated decision-
making and profiling

The data subject has the right to request a review of deci-
sions based solely on automated processing of personal
data that affect his or her interests, including decisions
intended to define his or her personal, professional,
consumption and credit profile or the traits of his or her
personality (Article 20, LGPD).

Fulfilment of a request for a review of decisions based
on automated processing consists of providing clear and
appropriate information concerning the criteria and
procedures used for the automated decision, with due
regard for trade and industrial secrets.

Differently from data protection laws from other juris-
dictions, the LGPD does not explicitly require that the
review of decisions based on automated processing
include human participation.

Right to complain to the relevant data protection
authority(ies)

The data subject has the right to file a petition to the
ANPD (Article 18, paragraph 1, LGPD).

Right to confirmation

The right to confirmation of processing consists of
informing the data subject on whether the company
processes his or her personal data (Article 18, I, LGPD).
There are rare cases where the request is limited solely to
confirmation as the data subject usually wishes to have
access to his or her personal data as well.

Right to be informed about the consequences in case
of refusal to consent

When the controller uses consent as a lawful basis for
processing personal data, the data subject has the right
to be informed about: (i) the possibility of refusing
consent, where feasible; and (ii) the consequences of
refusal, which will typically mean the impossibility of
using a certain product or service (Article 18, VIII, LGPD).
Right to anonymisation or blocking data processing
Please see “right to deletion” above.
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m  Right torequest information about data sharing
Article 18, VII of the LGPD ensures the data subject the
right to know with which public and private entities the
controller has shared his or her personal data.

5.2 Please confirm whether data subjects have the

right to mandate not-for-profit organisations to seek
remedies on their behalf or seek collective redress.

Yes. Article 22 of the LGPD provides that data subjects have
the right to exercise their rights in court, whether individually
or collectively, which could be made through not-for-profit
organisations, to the extent all the requirements provided by
Brazilian laws are met.

6 Children’s Personal Data

6.1 What additional obligations apply to the

processing of children’s personal data?

The LGPD establishes that children and teenagers’ data must
be processed in their best interest. Children are individuals
from zero to 12 years old (incomplete) and teenagers are indi-
viduals from 12 to 18 years old (incomplete).

In May 2023, the ANPD published the Statement CD/ANPD
No. 1/2023, which provides that the processing of personal
data of children and teenagers can be relied on any lawful
basis, provided for in Articles 7 and 11 of the LGPD, and it does
notrequire the consentin every case.

However, if the controller relies on consent to process
children’s data, the LGPD provides that such consent must be
given by a parent or legal guardian in a specific and conspic-
uous way.

Although not provided in the LGPD, the ANPD sees children,
teenagers and elderly people as vulnerable data subjects and
therefore requires additional caution from controllers and
processors when processing their personal data.

Additionally, itis important to note that other governmental
bodies intend to regulate the processing of minors’ personal
data. This is the case of the National Council for the Rights
of Children and Adolescents (“CONANDA”), which published
Resolution No. 245/2024 that addresses children and adoles-
cents’ rights in virtual environments. For the purpose of
Resolution No. 245/2024, “virtual environments” means any
information or communication technology, such as: digital
networks, content, services and applications available on the
Internet; devices and connected environments; virtual and
augmented reality; artificial intelligence (“AI”); robotics; and
automated systems, biometrics, algorithmic systems and data
analysis.

Although there are discussions on whether the CONANDA
are purely guidelines or should be interpreted aslaw, as well as
on the unconstitutionality and violation and conflict of laws,
Resolution No. 245/2024 establishes specific data protection
requirements, such as the prohibition of processing minors’
personal data for commercial purposes, such as profiling
in connection with consumption, behaviour, and market
segmentation and targeted advertisement.

Irrespective of CONANDA’s resolutions, the ANPD has
ongoing investigation proceedings regarding processing of
children and teenagers’ personal data.
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7 Registration Formalities and Prior
Approval

7.1 s there a legal obligation on businesses to
register with or notify the data protection authority

(or any other governmental body) in respect of its
processing activities?

No, currently there is no obligation on businesses to register
with or notify the ANPD in respect of processing activities.

The LGPD simply provides that controllers and processors
must keep records of processing activities (Article 37, LGPD);
however, it does not impose obligations on registry of such
records.

7.2 If such registration/notification is needed, must
it be specific (e.g., listing all processing activities,
categories of data, etc.) or can it be general (e.g.,
providing a broad description of the relevant
processing activities)?

This is not applicable; please see above.

7.3 On what basis are registrations/notifications
made (e.g., per legal entity, per processing purpose,
per data category, per system or database)?

This is not applicable; please see above.

7.4 Who must register with/notify the data
protection authority (e.g., local legal entities, foreign
legal entities subject to the relevant data protection
legislation, representative or branch offices of foreign
legal entities subject to the relevant data protection
legislation)?

This is not applicable; please see above.

7.5 What information must be included in the
registration/notification (e.g., details of the notifying
entity, affected categories of individuals, affected
categories of personal data, processing purposes)?

This is not applicable; please see above.

7.6 What are the sanctions for failure to register/
notify where required?

This is not applicable; please see above.

7.7 What is the fee per registration/notification (if
applicable)?

This is not applicable; please see above.

7.8 How frequently must registrations/notifications

be renewed (if applicable)?

This is not applicable; please see above.
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7.9 s any prior approval required from the data
protection regulator?

This is not applicable; please see above.

7.10 Can the registration/notification be completed
online?

This is not applicable; please see above.

7.11 Is there a publicly available list of completed
registrations/notifications?

This is not applicable; please see above.

7.12 How long does a typical registration/notification
process take?

This is not applicable; please see above.

8 Appointment of a Data Protection
Officer

8.1 |Is the appointment of a Data Protection Officer
mandatory or optional? If the appointment of a

Data Protection Officer is only mandatory in some
circumstances, please identify those circumstances.

According to Article 41 of the LGPD, the controller has the obli-
gation to appoint a DPO; and, on the other hand, according
to Resolution CD/ANPD No. 18/2024 issued by ANPD (which
approves the regulation on the role of DPO), the data processor
does not have the obligation to appoint a DPO, although the
appointment could be considered as a good practice.

m  Small Processing Agents. In the Resolution CD/ANPD
No. 2/2022 on small processing agents, the ANPD deter-
mined that small processing agents are not obligated to
appoint a DPO; however, the appointment of a DPO by
a small processing agent would be considered as good
practice, which is likely to be considered as a mitigating
factor in case of a sanctioning proceeding (Article 11,
Resolution CD/ANPD No. 2/2022).

Resolution CD/ANPD No. 18/2024 also provided for the obli-
gation to appoint a substitute for the DPO, for cases in which
the DPO is absent for any reason.

8.2 What are the sanctions for failing to appoint a

Data Protection Officer where required?

As the appointment of a DPO is mandatory in some circum-
stances, if a DPO is not appointed, the failure to appoint can be
interpreted as a violation of the LGPD.

A violation of the LGPD may result in the following admin-
istrative penalties (in addition to civil liabilities): (i) warnings;
(ii) fines up to 2% of the revenues earned by the legal entity,
group or conglomerate in Brazil in the preceding year, net of
taxes, capped at R$50 million per offence; (iii) daily fines; (iv)
disclosure of the offence; (v) blocking of the personal data-
base to which the offence refers, until the processing activity
is corrected; (vi) elimination of the personal data to which the
offence refers; (vii) partial or total suspension of the opera-
tion of the database to which the offence refers for a maximum
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period of six months, extendable for the same period; (viii)
suspension of the processing of personal data to which the
infringement refers for a maximum period of six months,
extendable for the same period; and (ix) partial or total prohi-
bition of the performance of any activities relating to data
processing.

According to Resolution CD/ANPD No. 4/2023, the defini-
tion of which administrative sanctions will be applicable in
cases of violation of the LGPD will depend on: (i) the classifica-
tion of the infraction as “minor”, “medium” or “serious”; and
(ii) the ANPD’s understanding of the proportionality of the
sanction in relation to the infraction committed.

On November 2024, the ANPD initiated an investigatory
proceeding against 20 companies for not appointing a DPO,
notdisclosing the DPO information or not providing a commu-
nication channel to data subjects. ANPD notified the compa-
nies to adequate the information of the DPO. On April 2025,
the investigatory proceeding was concluded since all the 20
companies complies with the ANPD’s requirements and were
deemed to be in compliance with the LGPD.

In view of these precedents, in the specific case of failure
to appoint a DPO, ANPD may impose a warning or require the
company to nominate a DPO within a certain deadline.

8.3 Is the Data Protection Officer protected
from disciplinary measures, or other employment

consequences, in respect of his or her role as a Data
Protection Officer?

Neither the LGPD nor the Resolution CD/ANPD No. 18/2024
provides for specific clauses regarding disciplinary measures
or other employment consequences for the DPO. The absence
of an express civil liability regime regarding the DPO in the
LGPD does not exempt the DPO from the fulfilment of legal
obligation, such as labour, contractual and civil.

The liability of the DPO will vary according to the DPO’s
role in the company’s organisation. For example, in case the
DPO is a statutory director, its liabilities would be similar to
those of the statutory directors of limited liability companies;
in case the DPOis anon-statutory director, its liabilities would
be limited to specific liabilities of employees; and in case the
DPOis a third party hired to act as DPO, its liabilities would be
those specified in the agreement.

However, Resolution CD/ANPD No. 18/2024 made it clear
that the DPO role does not attract personal liability to the DPO
for companies’ non-compliance with the LGPD.

8.4 Can a business appoint a single Data Protection

Officer to cover multiple entities?

Resolution CD/ANPD No. 18/2024 allows the DPO to perform
multiple roles and carry out their activities for more than one
data controller, provided that they are able to fully meet their
responsibilities related to each controller and that no conflict
of interest exists.

8.5 Please describe any specific qualifications for the

Data Protection Officer required by law.

The LGPD does not require specific requirements or certifi-
cations for the DPO role. Resolution CD/ANPD No. 18/2024
provides that the DPO may be: (i) a natural person, a member
of the organisational framework of the processing agent or
external to it; or (ii) a legal entity.
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However, Resolution CD/ANPD No. 18/2024 provides that
the DPO must be able to communicate in Portuguese with the
ANPD and data subjects.

Article 7 of the regulation approved by Resolution CD/
ANPD No. 18/2024 states that the company that appoints the
DPO is responsible for determining the required qualifica-
tions for the DPO.

8.6 What are the responsibilities of the Data

Protection Officer as required by law or best practice?

According to the LGPD, the DPO has the following duties: (i)
intermediate the communication between the company and
data subjects; (ii) intermediate the communication between the
company and the ANPD, and implement any relevant measures
arising from such communication; (iii) educate the company’s
employees and contractors regarding data protection practices;
and (iv) perform other attributions determined by the company
or by complementary rules, not yet provided by the ANPD.

In addition to such provisions, Resolution CD/ANPD No.
18/2024 provides that supplementary duties of the DPO include
assisting the processing agent in relation to: (i) drafting
communication regarding personal data security incidents;
(ii) drafting the record of personal data processing opera-
tions; (iii) drafting the data protection impact assessment;
(iv) identification and analysis of risks related to personal
data processing; (v) definition of technical and administrative
security measures to protect personal data from unauthorised
access and from accidental or unlawful situations of destruc-
tion, loss, alteration, communication, or any form of improper
or unlawful processing; (vi) implementation of internal poli-
cies and procedures to ensure compliance with the LGPD and
ANPD regulations; (vii) analysis of contractual clauses with
third parties regarding personal data protection; (viii) inter-
national data transfers; (ix) creation and implementation of
good practices and governance rules, and a privacy govern-
ance programme; (x) carrying out privacy by design analysis
in products and services; and (xi) other activities and strategic
decision-making regarding processing of personal data.

8.7 Must the appointment of a Data Protection

Officer be registered/notified to the relevant data
protection authority(ies)?

The DPO must be appointed through a formal document, i.e.,
through a written, dated and signed document. However,
such appointment does not need to be registered or notified to
the relevant authorities; the full name and contact details of
the DPO must, on the other hand, be made publicly available,
as described in question 8.8 below.

8.8 Must the Data Protection Officer be named in a

public-facing privacy notice or equivalent document?

Article 41, paragraph 1 of the LGPD provides that the identity
and contact information of the DPO must be publicly, clearly
and objectively disclosed, preferably on the company’s website.

Resolution CD/ANPD No. 18/2024 reinforces such provision
and provides that the identity information must cover, atleast:
(i) the full name of the DPO, if the DPO is a natural person; or
(ii) the corporate name or title of the establishment, as well as
the full name of the natural person responsible for the entity, if
the DPO is a legal entity.
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9 Appointment of Processors

9.1 If a business appoints a processor to process

personal data on its behalf, must the business enter
into any form of agreement with that processor?

The LGPD does not have any requirements for businesses to
enter into any form of agreement with their processors and the
ANPD has not yet issued any requirements or regulated this
topic.

Notwithstanding the lack of specific legal requirement, it is
highly recommended for businesses to enter into agreements
with their processors in order to establish the parties’ compli-
ance with the LGPD and any other data protection rules, the
extent of the parties’ responsibilities and liabilities within the
scope of their activities under contract, the measures to be
taken in case of a data breach, collaboration in relation to the
fulfilment of the data subject’s rights, mechanisms applicable
in case of cross-border data transfer, the obligation to retain or
delete information stored by data processors, and effects of the
contract termination, among other obligations.

9.2 If it is necessary to enter into an agreement, what
are the formalities of that agreement (e.g., in writing,

signed, etc.) and what issues must it address (e.g., only
processing personal data in accordance with relevant
instructions, keeping personal data secure, etc.)?

The LGPD does not provide for any requirements for busi-
nesses to enter into any form of agreement with their proces-
sors, as explained above.

10 Marketing

10.1 Please describe any legislative restrictions on
the sending of electronic direct marketing (e.g., for

marketing by email or SMS, is there a requirement to
obtain prior opt-in consent of the recipient?).

Currently, there is no specific general regulation on the
sending of electronic direct marketing; however, there are
laws and regulations applicable to the matter: (i) the Brazilian
Consumer Protection Code; (ii) the LGPD; (iii) regulation
issued by the National Telecommunications Agency (“Anatel”);
and (iv) state laws for “do-not-spam”.

The Brazilian Consumer Protection Code does not contain any
specific provision regarding direct marketing actions; however,
itestablishes several obligations to the advertisers and suppliers
that are applicable to such actions. Among other obligations,
messages should have an opt-out option to give the consumer
the option to stop receiving direct marketing messages.

The LGPD requires a lawful basis to process data. There are
discussions regarding the lawful bases that would be appli-
cable to such practices, mainly consent or legitimate interest
would apply.

Anatel has issued regulation related to the delivery of
marketing via short message service (“SMS”) and massive
phone calls. Anatel’s rules apply in principle to mobile carriers
only. Among other requirements, an opt-in must be obtained,
an opt-out option must be offered, and information must be
clear and detailed.

Under the state laws for “do-not-spam”, consumers are given
the option to add their contact details to a “do-not-spam” list.
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The data subjects with contact details in that list must not be
contacted with marketing content, be it phone calls, SMS and,
in some cases, even email. The scope may vary with each state.

10.2 Are these restrictions only applicable to business-

to-consumer marketing, or do they also apply in a
business-to-business context?

There is no specific general regulation on the sending of elec-
tronic direct marketing in a business-to-business context. In
any case, state laws for “do-not-spam” as provided above shall
apply for business-to-consumer marketing.

10.3 Please describe any legislative restrictions on
the sending of marketing via other means (e.g., for

marketing by telephone, a national opt-out register
must be checked in advance; for marketing by post,
there are no consent or opt-out requirements, etc.).

Currently, there is no specific general regulation on the
sending of electronic direct marketing. Please refer to ques-
tion 10.1 above for a general overview of the Brazilian regula-
tory system.

Restrictions may apply in other specific scenarios. The
Brazilian Bank Federation and the Brazilian Bank Association
developed a self-regulation system for payroll-linked loans. In
this system, bank clients may opt to not be contacted about
payroll-linked loans.

Anatel decided for the creation of a “non-disturbance”
national list for consumers who do not wish to receive calls
offering specific products and services (such as telecommu-
nication services and payroll-deductible loan or credit card
offering).

In 2021, Anatel issued Act No. 1,0413/2021, now replaced by
ActNo.13,762/2022, which approved the Operating Procedures
for the Assignment of Numbering Resources, by which it
became mandatory for the companies that perform telemar-
keting activities to adopt the allocation of the non-geographic
code (CNG) 0303, prohibiting, for this purpose, the use of any
other codes. This way, consumers can identify the originator
of the call and decide whether to attend the call.

On September 4, 2024, through Act No. 12.712, Anatel
expanded the use of 0303, determining that companies that
make more than 10,000 daily calls must adopt the prefix, effec-
tive from March 2025. According to the Act, companies that
make more than 10,000 calls per day and that do not comply
with the new rules will have their calls blocked.

Additionally, mechanisms such as opt-outs are recom-
mended as good practice for businesses whenever the company
relies on legitimate interest and not on consent in relation to
marketing activities.

10.4 Do the restrictions noted above apply to

marketing sent from other jurisdictions?

The above-mentioned provisions are applicable to any
marketing communication made in the Brazilian territory
or whenever there is a consumer relationship regulated by
Brazilian law. In relation to the LGPD, it clearly establishes an
extraterritorial reach as provided in the answer to question 3.1
above.
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10.5 Is/are the relevant data protection authority(ies)

active in enforcement of breaches of marketing
restrictions?

Considering there is no specific restriction on marketing
established by the ANPD, the ANPD may verify if marketing
activities are carried out in accordance with the LGPD.

The first enforcement decision issued by the ANPD was
directed to a telemarketing company that processed personal
data without a proper lawful basis. The penalty for such viola-
tion of the LGPD was a fine in the total amount of 2% of the
company’s revenue per offence.

10.6 Is it lawful to purchase marketing lists from

third parties? If so, are there any best practice
recommendations on using such lists?

Although there is no prohibition in the law on the purchase of
marketing lists from third parties, the ANPD’s first enforce-
ment decision was related to the provision of marketing lists
for electoral candidates. Inview of this, if a company is willing
toreceive marketinglists from third parties, itisrecommended
that the company ensures the third party complies with data
protection laws and regulation, as well as the company itself
assessing whether such data processing, in that specific case,
is lawful.

10.7 What are the maximum penalties for sending

marketing communications in breach of applicable
restrictions?

Non-compliance with the applicable laws may result in sanc-
tions and penalties that will depend on the type of violation.
In case of violation of the LGPD, specific administrative penal-
ties are provided in Articles 52 to 54 (as detailed in the answer
to question 8.2); in case of violation of the Brazilian Consumer
Protection Code, penalties therein provided shall apply.
Notwithstanding the foregoing, individual and collective
lawsuits could be filed due to alleged violation of data privacy
or consumer rights, seeking for indemnification for material
and moral rights.

11 Cookies

11.1 Please describe any legislative restrictions on the

use of cookies (or similar technologies).

Differently from the European Union, cookies or similar
tracking technologies are not regulated in Brazil by a specific
rule/regulation.

On October 18, 2022, the ANPD published on its website a
Guide on Cookies and Personal Data Protection (“Cookies
Guidelines”), which aim to provide processing agents with
good practices related to the subject. The Cookies Guidelines
present conceptual issues about cookies and similar tracking
technologies, dividing them into categories (e.g., first-party
cookies, third-party cookies, necessary cookies and non-
necessary cookies, among other classifications).

The Cookies Guidelines also discuss the recommended legal
bases for the processing of personal data through cookies
and similar tracking technologies, which should be defined
according to the categories of cookies. The guidelines further
recommend that processing agents develop a cookie policy,
which may be presented: (i) as a specific section in the privacy
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policy; (ii) in a specific and separate location; or (iii) in the
cookie banner itself, provided that the cookie policy contains
clear, precise and easily accessible information on the data
processing.

Finally, the Cookies Guidelines provide instructions on how
to design cookie banners, including indications of: (i) how the
data subjects’ rights should be presented; (ii) what informa-
tion should be present; (iii) how the data subjects can manage
cookies; and (iv) what should be avoided when designing the
banners.

11.2 Do the applicable restrictions (if any) distinguish

between different types of cookies? If so, what are the
relevant factors?

Asexplained above, there are no specificrestrictions applicable

to cookies, but only specific guidance issued by the ANPD.

The Cookies Guidelines provide for the following types of
cookies:

(i) First-party or primary cookies: are cookies directly
defined by the website or app that the data subject is
visiting. Generally, primary cookies cannot be used to
track activity in a website other than the original website
in which they were put. This type of cookie can include
information such as login credentials, shopping cart
items or preferred language.

(if) Third-party cookies: are cookies created by a domain
other than the one that the data subject is visiting. They
derive from functionalities of other domains that are
embedded on a website, as in the display of adverts.

(iif) Necessary cookies: are those used for the website or app
to carry out basic functions or correctly operate. For
this reason, the collection of information is essential to
ensure functioning of the website or for proper provision
of services. Therefore, the activities addressed as strictly
necessary include those related to a specific functionality
of the service.

(iv) Non-necessary cookies: are cookies that do not fall
within the definition of necessary cookies and disabling
these cookies will not impair functioning of the website
or app or use of services by users. Within this context,
non-necessary cookies are related to non-essential func-
tionalities of the service, app or website.

(v) Analytical or performance cookies: collect data and
information about how users use the website, which
pages they more frequently visit on that website, the
occurrence of errors, or information about the perfor-
mance of the website or app.

(vi) Functionality cookies: are used to provide basic services
requested by users and allow to remember preferences
of the website or app, such as the user name, region or
language.

(vii) Marketing cookies: are used to collect the data subject
information with the purpose of displaying adverts.
More specifically, from the collection of information
about the user’s browsing habits, the marketing cookies
allow their identification, the building of profiles and the
display of personalised adverts.

(viii) Session or temporary cookies: are designed to collect and
store information while data subjects access a website.
They are usually deleted after the end of a session.

(ix) Persistentcookies:the datacollected by cookies are stored
and may be accessed and processed by the controller for
a definite period, which may vary from some minutes to
multiple years.
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According to the ANPD’s examples set forth in the Cookies
Guidelines, the “consent” lawful basis is the appropriate
lawful basis for non-necessary cookies. On the other hand,
the “legitimate interest” lawful basis is the appropriate lawful
basis for necessary cookies.

11.3 To date, has/have the relevant data protection

authority(ies) taken any enforcement action in relation
to cookies?

The ANPD has not yet taken any enforcement action in rela-
tion to cookies.

11.4 What are the maximum penalties for breaches of

applicable cookie restrictions?

As provided above, there is no specific regulation on cookies or
similar technologies and therefore there are no specific penal-
ties for breaches of restrictions. However, it is expected that
all processing of personal data through cookies complies with
the LGPD.

In case a processing activity related to the use of cookiesisin
violation of the LGPD, the administrative penalties described
in question 8.2 may apply, in addition to complaints or lawsuits
filed by other authorities or the data subject itself.

12 Restrictions on International Data
Transfers

12.1 Please describe any restrictions on the transfer of

personal data to other jurisdictions.

The transfer of personal data to other jurisdictions is only
permitted in accordance with the instances set forth by the
LGPD, such as: (i) for cross-border transfers to third countries
or international organisms with adequate protection on the
same level as established by the LGPD (alist of countries will be
issued by ANPD); (ii) transfers that are necessary for interna-
tional legal cooperation among intelligence, investigation and
prosecution bodies; (iii) transfers that are necessary to protect
the life or physical integrity of the data subject(s) or others;
(iv) transfers authorised by the ANPD; (v) transfers under
international cooperation agreements; (vi) transfers that are
necessary for executing or enforcing public policies or public
services; (vii) transfers with the specific consent of the data
subject; (viii) transfers that are necessary for the fulfilment of
alegal or regulatory obligation, for the execution of a contract
or preliminary procedures relating to a contract to which the
data subjectis a party, on the request of the data subject, or for
theregular exercise of rights in the course of judicial, adminis-
trative or arbitration proceedings; and (ix) when the controller
ensures safeguards through the use of specific contractual
clauses, standard contractual clauses (“SCCs”), global corpo-
rate clauses, seals, certificates or codes of conduct.

On August 23,2024, the ANPD enacted Resolution CD/ANPD
No.19/2023, which establishes the Regulation on International
Data Transfers, pursuant to Articles 33—36 of the LGPD. The
Regulation on International Data Transfers outlines the rules
and procedures for recognising the adequacy of foreign coun-
tries or international organisations and sets forth contractual
mechanisms for the international transfer of personal data.

Among the mechanisms regulated are the SCCs, which
define the minimum safeguards and conditions required for
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international data transfers. Data controllers and processors
relying on SCCs must incorporate the ANPD-approved clauses
into their contractual instruments by August 23, 2025. The
template (Portuguese and English versions) of the SCCs is
available on ANPD’s website.

The regulation also provides for the possibility of using
specific contractual clauses and global corporate rules
(“BCRs”). BCRs apply to intra-group international data trans-
fers and require prior approval from the ANPD. These rules
must include, among other elements, a commitment to imple-
ment a privacy governance programme, a description of the
international transfers covered by the BCRs, the identification
of the destination countries, and a list of the entities within
the corporate group to which the rules apply.

Specific clauses may be adopted in exceptional cases where
it is demonstrably unfeasible to use the SCCs. These must
ensure an equivalent level of data protection to that provided
by the SCCs and must be tailored to the particularities of the
transfer operation. Such clauses mustbe approved by ANPD.

Please note that in case of federal administrative public
entities, restrictions to the storage of data outside Brazil may
apply.

Sectorial rules may impose requirements to the storage
of data outside Brazil in the financial market, such as BCB
Resolution No. 304/2023, applicable to all financial market
system operating institutions (as detailed in question 1.3
above) and the cybersecurity regulation that applies to entities
regulated or authorised by the BCB (Resolution No. 4,893/2021
and Resolution No. 85/2021).

12.2 Please describe the mechanisms businesses
typically utilise to transfer personal data abroad in
compliance with applicable transfer restrictions (e.g.,

consent of the data subject, performance of a contract
with the data subject, approved contractual clauses,
compliance with legal obligations, etc.).

Please refer to the response to question 12.1. above. The most-
used mechanism is SCCs.

12.3 Do transfers of personal data to other
jurisdictions require registration/notification or
prior approval from the relevant data protection
authority(ies)? Please describe which types of
transfers require approval or notification, what those
steps involve, and how long they typically take.

International transfers do not require registration/notifica-
tion or prior approval from the national authority. However,
approval from the ANPD is one of the legal instances set forth
by the LGPD that allows international transfers.

12.4 Do transfers of personal data to other
jurisdictions require a transfer impact assessment?

If conducting a transfer impact assessment is only
mandatory in some circumstances, please identify
those circumstances.

There is no legal requirement to draft a transfer impact assess-
ment for international transfer of personal data. Regardless,
whenever the international transfer is deemed as a high-risk
activity, the controller must fill out a data protection impact
assessment (applicable to any and all high-risk data processing
activity).
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According to Resolution CD/ANPD No. 2/2022, a processing
activity will be considered as a high-risk activity when it
cumulatively meets at least: (i) general criteria; and (ii)
specific criteria.

General criteria are: (i) processing on a large scale (i.e., when
processing involves a significant number of data subjects, also
considering the volume of data involved, as well as the dura-
tion, frequency and geographical scope of the processing);
or (ii) processing that may significantly affect data subjects’
interests and rights (i.e., when the processing may prevent the
exercise of rights or the use of a service, as well as cause prop-
erty or moral damage to the data subjects, such as discrimina-
tion, violation of physical integrity, of the right to image, and
reputation, financial fraud or identity theft).

A processing activity will meet a specific criterion when-
ever the processing involves: () monitoring or control of public
accessible areas; (ii) automated processing; (iii) emerging or
innovative technologies; or (iv) sensitive data or children’s,
adolescents’ and elderly’s data.

12.5 What guidance (if any) has/have the data
protection authority(ies) issued following the decision

of the Court of Justice of the EU in Schrems Il (Case
C-311/18)?

No official guidance has been issued by the authorities in
Brazil.

12.6 What guidance (if any) has/have the data
protection authority(ies) issued in relation to the use

of standard contractual/model clauses as a mechanism
for international data transfers?

As mentioned above, the Regulation on International Data
Transfers includes the official SCCs for international data
transfers under the LGPD, available here in English: https://
www.gov.br/anpd/pt-br/centrais-de-conteudo/outros-
documentos-e-publicacoes-institucionais/regulation-on-
international-transfer-of-personal-data.pdf

These SCCs, detailed in Annex II of the Regulation on
International Data Transfers, establish minimum safeguards
and conditions for lawful cross-border transfers of personal
data. To be valid, the SCCs must be adopted in full, without
modification, either as standalone agreements or as annexes
to broader contracts, provided that no other provisions contra-
dict or alter their content.

The Regulation on International Data Transfers mandates
that data controllers and processors utilising SCCs must
incorporate the ANPD-approved clauses into their contrac-
tual instruments by August 23, 2025. Additionally, the regu-
lation requires controllers to provide data subjects with access
to the full text of the SCCs upon request within 15 days and to
publish clear, accessible information about international data
transfers on their websites.

Furthermore, the ANPD’s regulation allows for the recog-
nition of foreign SCCs as equivalent to the Brazilian SCCs,
subject to a formal approval process before ANPD. Interested
parties may request such recognition by submitting the foreign
clauses, translated into Portuguese, along with relevant legis-
lation and a compatibility analysis with the LGPD. The ANPD
will assess whether the foreign clauses ensure a level of data
protection equivalent to that guaranteed by the national SCCs
and consider the potential impacts on international data flows
and diplomatic relations. Once approved, these equivalent
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clauses will be published on the ANPD’s website and can be
used as valid mechanisms for international data transfers.

13 Wohistle-blower Hotlines

13.1 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of

issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern, etc.)?

The Anticorruption Law in Brazil (Law No. 12,846/2013)
and its related Decree No. 8,420/2015 include the existence
of a whistle-blower hotline as a parameter for the integrity
programme of a company. The whistle-blower hotline mustbe
open to all employees and third parties, be widely advertised,
and must have protection mechanisms for the whistle-blowers
in good faith. The current legislation does not specify or limit
the permitted scope for the hotline.

13.2 Is anonymous reporting prohibited, strongly
discouraged, or generally permitted? If it is prohibited
or discouraged, how do businesses typically address
this issue?

Anonymous reporting is encouraged as one of the protec-
tion mechanisms, as mentioned in guidelines issued by the
Controladoria Geral da Unido.!

14 CCTV

14.1 Does the use of CCTV require separate
registration/notification or prior approval from the

relevant data protection authority(ies), and/or any
specific form of public notice (e.g., a high-visibility
sign)?

No. The use of CCTV currently does not require registration,
notification and/or prior approval from the ANPD. However,
asthe use of CCTVinvolves the processing of personal data, the
controller must comply with the LGPD’s principles and obliga-
tions and ensure all reasonable technical and administrative
security measures are taken to guarantee the protection of the
data, including the implementation of a privacy governance.

As provided in question 12.4 above, monitoring or control of
public accessible areas is one of the specific criterion to iden-
tify a high-risk activity. In view of this, whenever using CCTYV,
companies must verify if any general criteria is met to evaluate
if the processing activity is deemed as a high-risk activity and
therefore requires a data protection impact assessment.

In addition, there are local and regional laws to guide and
determine the adoption of additional procedures, such as
those referring to the affixing of signs indicating the filming
procedures; for example, S3o Paulo’s Municipal Law No.
13,541/2003, which provides for the placement of a visible sign
about filming environments and Decree No. 43,236/2003,
which regulates such Municipal Law.

14.2 Are there limits on the purposes for which CCTV

data may be used?

Neither the LGPD nor the ANPD have specifically regulated
limits on the purposes for which CCTV data may be used.
However, as any other processing activity, the use of CCTV
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data must follow the LGPD’s principles and obligations.
Therefore, the process must be: (i) for legitimate, specific and
explicit purposes, of which the data subject is informed; (ii)
compatible with the purpose notified to the data subject; (iii)
limited to the minimum necessary for the achievement of the
purpose of which the data subjectis informed; (iv) clearly noti-
fied to the data subject; (v) protected against unauthorised use
or access by technical and administrative measures; and (vi)
conducted in such a way that prevents discrimination.

15 Employee Monitoring

15.1 What types of employee monitoring are

permitted (if any), and in what circumstances?

The LGPD does not regulate employee monitoring and the
ANPD has not yet provided any specific guidance or regulation
regarding this subject. However, under Brazilian labour legis-
lation, employers have the ability to determine how employees
should render their services as well as behave in the workplace.
This ability, which is commonly referred to as “employers’
directive power”, may include: (i) monitoring the company’s
email address provided to the employee; (ii) supervising the
type of information and/or content that employees should not
have access to while using company’s devices (e.g., private or
improper material); (iii) creating and implementing general
rules on how the company’s devices should be used if owned
and granted by the company to employees for the rendering of
services (e.g., must not be taken home, should not be used for
personal purposes, etc.); and (iv) placement of a CCTV system.

Therefore, if the monitoring activity can be justified by a
lawful basis provided by the LGPD and is not in violation of the
law (specifically privacy rights), it may be performed by the
employers. Itisimportant to note that controllers (employers)
must keep records of all personal data processing in a manner
thatitis able to demonstrate compliance with the LGPD, adopt
technical and organisational security measures to protect
personal data from unauthorised access and from accidental
events or unlawful destruction, loss, modification, commu-
nication, dissemination or any other occurrence arising from
improper or unlawful processing, and provide data subjects
with sufficientinformation regarding the processing activities.

15.2 Is consent or notice required? Describe how

employers typically obtain consent or provide notice.

The consent of the employee is not always required since there
are other legal bases that could justify the processing activities
related to employee monitoring, such as the regular exercise of
rights in case of judicial, administrative or arbitral proceed-
ings, execution of the employment agreement and legitimate
interest, depending on the purposes of the processing. If the
processing involves sensitive data, the adequate legal bases
could be the regular exercise of rights in contracts and in case
of judicial, administrative or arbitral proceedings, or ensuring
fraud prevention and safety of data subjects in identification
and record authentication proceedings in electronic systems,
depending on the purposes of the data processing.

However, to comply with the LGPD principles, the data
controllers (employers) must give transparency to the data
subjects (employees) on the processing of their personal data.
This means that the controller must inform the data subject
of the personal data being processed and the purposes of such
processing among other things, such as the data subjects’
rights regarding these personal data.
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This can be carried out through a general privacy notice
providing all processing activities with employees’ personal
data, or through specific privacy notices according to the moni-
toring activity being performed; for instance, when providing
employees with a company phone or computer devices.

15.3 To what extent do works councils/trade unions/

employee representatives need to be notified or
consulted?

Currently, there is no regulation indicating that work coun-
cils, trade unions and/or employee representatives should be
notified or consulted for the employer to perform employee
monitoring.

15.4 Are employers entitled to process information on
an employee’s attendance in office (e.g., to monitor
compliance with any internal return-to-office policies)?

Yes. At the time of writing, there is no restriction on the
monitoring of employees’ attendance in office, provided the
processing activity is carried outin accordance with the LGPD.

16 Data Security and Data Breach

16.1 Is there a general obligation to ensure the
security of personal data? If so, which entities are
responsible for ensuring that data are kept secure
(e.g., controllers, processors, etc.)?

Yes. The security of personal datais not only an obligation, but
also a principle in the LGPD (Articles 6, VII, 46 and 50 of the
LGPD). Itis necessary for all parties involved in the processing
of personal data (controllers and/or processors) to ensure
and adopt technical and administrative measures to protect
personal data from unauthorised access and from accidental
or unlawful events of destruction, loss, change, communica-
tion or dissemination of such data.

16.2 Is there a legal requirement to report
data breaches to the relevant data protection
authority(ies)? If so, describe what details must

be reported, to whom, and within what timeframe.
If no legal requirement exists, describe under
what circumstances the relevant data protection
authority(ies) expect(s) voluntary breach reporting.

Yes. Article 48 of the LGPD establishes that the data controller
must notify the ANPD and the data subjects about the occur-
rence of a security incident that may result in risks or relevant
damages to the data subjects.

In line with LGPD obligation, Resolution CD/ANPD No.
15/2024 (on the security incident notification proceeding)
states that the controller has the obligation to notify the ANPD
about the occurrence of a security incident that may result in
risks or relevant damages to the data subjects within three
business days from the date the controller became aware that
the security incident involved personal data. Resolution CD/
ANPD No. 15/2024 provides in Articles 4 and 5 the interpreta-
tion of the requirements to an incident to configure an event
thatmayresultinrisks or relevant damages to the data subjects.

Communication to the ANPD must be carried out through
a specific system of the ANPD (known as SUPER/ANPD) and
must include all the information required in a specific form
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available by ANPD, including: (i) the description of the nature
and category of personal data affected; (ii) the number of
affected data subjects, breaking down, where applicable, the
number of children, adolescents or elderly people; (iii) the
technical and security measures used to protect personal data,
implemented before and after theincident, observing commer-
cial and industrial secrets; (iv) the risks related to the inci-
dent with identification of possible impacts on data subjects;
(v) the reasons for the delay, in case the communication was
not carried out within the expected deadline; (vi) the meas-
ures that have been or will be adopted to reverse or mitigate
the effects of the incident on the data subjects; (vii) the date
of occurrence of the incident, when possible to determine, and
the date of its knowledge by the controller; (viii) information
on the DPO or whoever represents the controller; (ix) identifi-
cation of the controller and, if applicable, a statement that it
is a small processing agent; (x) processor identification, when
applicable; (xi) description of the incident, including the main
cause, ifitis possible to identify it; and (xii) the total number of
data subjects whose data is processed in the processing activi-
ties affected by the incident.

If controller does not have all the information, it can submit
a preliminary communication on the data breach within the
three business days, and a complementary version of the
communication within 20 business days.

16.3 Is there a legal requirement to report data
breaches to affected data subjects? If so, describe
what details must be reported, to whom, and within

what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expect(s) voluntary breach
reporting.

Yes. As provided above, Article 48 of the LGPD provides for the
controller obligation to notify the data subjects of the occur-
rence of a security incident that may result in risks or relevant
damages to the data subjects. Resolution CD/ANPD No.15/2024
provides in Articles 4 and 5 the interpretation of the require-
ments to an incident to configure an event that may result in
risks or relevant damages to the data subjects. Whenever the
controller communicates the ANPD, it will have to communi-
cate the data subjects, as the same requirements will apply to
both cases (obligation to notify ANPD and data subjects).

Resolution CD/ANPD No. 15/2024 states that data subjects
must also be notified of the security incident within three
business days from the date the controller became aware that
the security incident involved personal data.

Communication to the data subject must include, at least:
(i) the description of the nature and category of personal data
affected; (ii) the technical and security measures used to
protectdata, observing commercial and industrial secrets; (iii)
the risks related to the incident with identification of possible
impacts on data subjects; (iv) the reasons for the delay, if the
communication was not made within the deadline; (v) the
measures that have been or will be implemented to reverse or
mitigate the effects of the incident, when applicable; (vi) the
date of knowledge of the security incident; and (vii) a contact
for obtaining information and, when applicable, the contact
details of the DPO.

16.4 What are the maximum penalties for personal

data security breaches?

The LGPD does not provide for specific penalties applicable
to a data breach. The ANPD reviews the circumstances of
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the data breach in order to confirm if a violation to LGPD has
occurred or not in the specific event. In any case of violation
of the LGPD, specific administrative penalties are provided in
Articles 52 to 54 (as detailed in the answer to question 8.2).
In addition, other competent authorities may investigate the
incident (such as the Public Prosecutor Office) and/or individ-
uals/entities representing individuals that suffered damages
may file claims before Courts.

17 Enforcement and Sanctions

17.1 Describe the enforcement powers of the data

protection authority(ies).

(a) Investigative powers: The ANPD has administrative
powers to apply sanctions and thus requires a proper
prior investigation. The sanctions shall be applied after
conclusionof aninvestigative proceedingand commence-
ment of an administrative sanctioning proceeding that
gives the offender the opportunity of full defence, in a
gradual, isolated or cumulative form, according to the
features of the concrete case, and considering the lawful
parameters and criteria. The ANPD may apply precau-
tionary measures in the beginning of the investigation.

(b) Corrective powers: The ANPD has administrative
powers to apply sanctions determined by the LGPD, such
as: (i) warning, with indication of a deadline for the adop-
tion of corrective actions; (ii) blocking of the personal
data to which the offence refers, until the processing
activity is regularised; (iii) erasure of the personal data
to which the offence refers; (iv) partial suspension of the
database to which theinfringementrefers for amaximum
period of six months, extendable for the same period,
until the processing is regularised by the controller; (v)
suspension of the processing of personal data to which
the infringement refers for a maximum period of six
months, extendable for the same period; (vi) partial or
total prohibition on data processing activities; and (vii)
disclosure of the offence after the occurrence thereof has
been duly investigated and confirmed.

(©) Authorisation and advisory powers: The ANPD is
responsible for the issuance of technical opinions and
recommendation.

(d) Imposition of administrative fines for infringements
of specified legal provisions: Among the possible appli-
cable sanctions by the ANPD in case of violation of the
LGPD, there are administrative fees such as: (i) a one-off
fine of up to 2% of the revenues earned by the legal
person, group or conglomerate in Brazil in the preceding
year, net of taxes, capped at R$50 million per offence; and
(ii) a daily fine, subject to the cap referred to above.

() Non-compliance with a data protection authority: In
case of non-compliance with the ANPD’s binding rules,
the offender could be subject to the same sanctions
described above. In addition, in case of non-compliance
with the ANPD’s decision, daily fines could be applicable
as established by the LGPD.

17.2 Does the data protection authority have the

power to issue a ban on a particular processing
activity? If so, does such a ban require a court order?

Some of the administrative sanctions to be applied by the
ANPD stated in the LGPD provide for the suspension of the
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processing of personal data and partial or total prohibition on
data processing activities. The application of these sanctions
does notrequire a court order and can be imposed by ANPD.

17.3 Describe the data protection authority’s approach

to exercising those powers, with examples of recent
cases.

The ANPD is still focusing on its educational powers, by way of
issuing public consultations and calls for contribution for the
issuance of guidelines and regulations.

However, the ANPD has initiated its sanctioning processing
inJuly 2023. The ANPD has disclosed alist of nine sanctioning
proceedings that are currently in place. Only one sanctioning
procedure relates to a private legal entity, as described below.

On July 6, 2023, the ANPD issued its first decision in the
context of an administrative proceeding against a private
entity, regarding violation of the LGPD by a telemarketing
company, which allegedly sold phone numbers of electors in
the context of electoral campaigns. The company’s infraction
allegedly consisted in the lack of: (i) applicable lawful basis
for its processing activities; (ii) appointment of the DPO; and
(iif) collaboration with the ANPD’s requests. The ANPD’s deci-
sion resulted in the imposition of administrative sanctions
(warning and fines up to 2% of the company’s revenue).

In addition, the ANPD is currently conducting several
high-profile enforcement actions under the LGPD. These
include supervisory procedures against:

m  a social media network company for alleged violations
related to the processing of children’s and adolescents’
personal data — specifically regarding the platform’s
failure to implement adequate age verification mecha-
nisms; and

B a messaging company to evaluate whether its data-
sharing practices comply with transparency and consent
requirements under the LGPD.

The ANPD has also initiated sector-wide investigations,
including:

m  Data protection practices in the pharmaceutical
industry, particularly focusing on loyalty programmes
and personal data use.

m  LGPD compliance in the use of facial recognition tech-
nologies by 23 football clubs for ticketing and stadium
access.

Most recently, the ANPD ordered a company to suspend
alleged incentives linked to the processing of data, citing risks
to fundamental rights.

These cases demonstrate the ANPD’s expanding over-
sight across both private and public sectors, demonstrating
its focus on supervisory actions before initiating sanctioning
procedures.

17.4 Does the data protection authority ever exercise

its powers against businesses established in other
jurisdictions? If so, how is this enforced?

Yes, the ANPD has already filed investigations against busi-
ness established in other jurisdictions that provides prod-
ucts and services to Brazilian users, and collects data from
Brazilian users. In one of the cases, the ANPD has imposed a
precautionary measure to make it to cease part of its activities.
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18 E-discovery/Disclosure to Foreign Law
Enforcement Agencies

18.1 How do businesses typically respond to foreign

e-discovery requests, or requests for disclosure from
foreign law enforcement agencies?

The Brazilian Code of Civil Procedure does not provide for a
broad discovery phase, as it occurs, for example, in the U.S.
Therefore, the scope and depth of disclosure will mostly rely
on a case-by-case analysis, that will take into account the facts
and concrete elements of the case and the fulfilment of the
basiclegal requirements for the discovery.

Brazilhasdeclared, underArticle 23 of the Hague Convention
on the Taking of Evidence Abroad in Civil or Commercial
Matters, that it will not execute letters of request (letters roga-
tory) issued for the purpose of obtaining pre-trial discovery of
documents. In spite of that, the Superior Court of Justice has
executed certain letters rogatory on pre-trial discovery under
the understanding that the aforementioned declaration “is not
to block the search for evidence abroad, but to prevent abuse”
(CR 13559-US). Once again, a case-by-case analysis will be
necessary.

18.2 What guidance has/have the data protection

authority(ies) issued on disclosure of personal data to
foreign law enforcement or governmental bodies?

Currently, there is no guidance from the ANPD regarding
e-discovery requests or requests for disclosure from foreign
law enforcement agencies.

19 Artificial Intelligence

19.1 Are there any limitations on automated decision-

making involving the processing of personal data
using artificial intelligence?

Under Brazilian law, particularly Article 20 of the LGPD, data
subjects have the right to request a review of decisions made
solely through automated processing of personal data (using
Al or not), that affect their interests. This includes decisions
related to creditworthiness, professional profile, consumer
behaviour, or other aspects of their personality. Additionally,
controllers shall provide, if requested by the data subject, clear
and adequate information on the criteria and procedures used
in automated decision-making processes, while preserving
commercial and industrial secrecy.

To clarify the scope and practical implementation of
these safeguards, the ANPD conducted a public consulta-
tion between November 2024 and January 2025, focusing on
the automated processing of personal data and the use of Al
Following this initiative, the ANPD consolidated the contribu-
tions and published Technical Note No. 12/2025/CON1/CGN/
ANPD, which sets out preliminary interpretations and regula-
tory considerations.

19.2 What guidance (if any) has/have the data
protection authority(ies) issued in relation to the

processing of personal data in connection with
artificial intelligence?

In addition to Technical Note No. 12/2025/CON1/CGN/
ANPD mentioned above, ANPD released the third volume of
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its “Technology Radar” series, titled “Generative Artificial
Intelligence”,? providing an in-depth analysis of generative Al
models and their implications for data protection.

Also, in August 2024, the ANPD lifted the preventive
suspension previously imposed on a social network platform
regarding the use of personal data for training its generative Al
systems. This decision followed the social network platform’s
submission of a Compliance Plan, which includes several
commitments to align its data processing activities with the
LGPD. Key measures outlined in the plan involve enhancing
transparency through clear notifications to users about data
processing for Al training and providing simplified mecha-
nisms for users and non-users to opt-out.

20 Trends and Developments

20.1 In your opinion, what enforcement trends have

emerged during the previous 12 months? Describe any
relevant case law or recent enforcement actions.

Over the past 12 months, enforcement activity under the LGPD
has increased. While the ANPD began imposing administra-
tive penalties in 2023 — primarily targeting public entities,
which are not subject to monetary fines under Resolution CD/
ANPD No. 4/2023 — a growing trend involves closer scrutiny
of the private sector and the tech industry. Notably, on July
6, 2023, the ANPD issued its first sanction against a private
entity: a very small telemarketing company found to have
processed voter data without legal basis. The company was
sanctioned for failing to appoint a DPO (Article 41), lacking
an appropriate legal basis (Article 7), and not cooperating
with the ANPD (Article 5 of Resolution No. 1/2021). Sanctions
included a warning and two monetary fines.

In 2024, enforcement actions became increasingly focused
on high-profile cases involving complex data processing
practices. For example, the ANPD investigated social media
network platform’s use of personal data for training genera-
tive Al systems. Following a preventive suspension, the social
media network was only permitted to resume data use after
submitting a compliance plan.

In 2025, additional enforcement initiatives targeted facial
recognition practices by football clubs, data practices in the
pharmaceutical retail sector, and loyalty programmes, as well
alleged incentives tied to data processing activity.

These cases indicate a probable enforcement trend: the
ANPD is moving beyond foundational compliance to scruti-
nise emerging technologies, especially in contexts involving
children, biometric data and Al

20.2In your opinion, what “hot topics” are currently a

focus for the data protection regulator?

The ANPD hasidentified several key focus areas for 2025-2026,
as outlined in its Regulatory Agenda, reflecting a growing
effort to address emerging technologies and high-impact data
processing practices.

One of the central topics is the regulation of AI and auto-
mated decision-making. The ANPD aims to clarify the scope
and application of Article 20 of the LGPD — particularly
concerning data subjects’ rights in the context of automated
decisions — and to develop rules on the governance and legal
bases applicable to Al-driven data processing.

Another major area of focus is the protection of children’s
and adolescents’ personal data. The ANPD intends to issue
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specific rules on parental consent and age verification in
digital environments, aligned with international standards
such as the OECD Recommendation on Children in the Digital
Environment.

Additionally, the ANPD plans to address the legal basis for
credit protection activities. The regulatory agenda includes
the development of specific guidance on the interpretation
and operationalisation of Article 7, section X, of the LGPD,
which provides for data processing when necessary to ensure
the protection of credit.

Other hot topics include detailed regulations on data subject
rights (such as access, correction, deletion and portability),
the implementation of Data Protection Impact Assessments
for high-risk processing, technical and administrative secu-
rity measures, biometric data processing, and data sharing by
public authorities.
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As of 2025, Brazil is actively advancing a regulatory frame-
work for Al through Law Bill No. 2,338/2023 (“Al Bill”), intro-
duced by Senator Rodrigo Pacheco. The Al Bill was approved
by the Federal Senate in December 2024, following signifi-
cant input from multiple sectors and the Internal Temporary
Committee on Artificial Intelligence, and is currently under
review in the House of Representatives.

Endnotes

1 Available at: https://www.gov.br/cgu/pt-br/centrais-de-conteudo/
publicacoes/integridade/arquivos/programa-de-integridade-
diretrizes-para-empresas-privadas.pdf

2 Available here in English: https://www.gov.br/anpd/pt-br/centrais-
de-conteudo/documentos-tecnicos-orientativos/radar-tecnologico-
inteligencia-artificial-generativa-versao-em-lingua-inglesa.pdf
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The International Comparative Legal Guides
(ICLG) series brings key cross-border insights to legal

practitioners worldwide, covering 58 practice areas.

Data Protection 2025 features four expert
analysis chapters and 27 Q&A jurisdiction
chapters covering key issues, including:
Relevant Legislation and Competent Authorities
Territorial and Material Scope

Key Principles

Individual Rights

Children’s Personal Data

Registration Formalities and Prior Approval
Appointment of a Data Protection Officer
Appointment of Processors

Marketing

Cookies

Restrictions on International Data Transfers
Whistle-blower Hotlines

CCTV

Employee Monitoring

Data Security and Data Breach
Enforcement and Sanctions

E-discovery/Disclosure to Foreign Law Enforcement Agencies

Artificial Intelligence

The International Comparative Legal Guides are published by: g Ig Global Legal GI’OUp



